TOP 10

IT Security Checklist

Tips
Email Domain Protection,
SPF, DKIM and DMARC

1

Ensure Email Domain Protection, SPF,
DKIM and DMARC are enabled. Check
out our security blog to find out more.
Email Security: Stop Sender Fraud with
SPF, DKIM & DMARC

$tR0n9 Pa$$w0rDs!
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Have a strong password policy across
your organisation. Check out our blog
post to see what makes a great password
and how often they should be changed.
What makes a great password?

Multi Factor Authentication
(MFA)
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Passwords alone are no longer enough to
withstand hacking tools which is why we
recommend Multi-factor-authentication.
Check out our blog post to find out more.
Why use multi-factor-authentication?

Work from home controls
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No matter how good your IT policy, it is
crucial to ensure controls are in place
for how you access the data. Both what
device is used and where can
significantly impact your data security.

Dark Web Scanning
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Protect your credentials with a monthly
Dark Web Scan. This will show up any
hacked credentials for sale on the Dark
Web. Download our 'Year in Breach'
Whitepaper.
Year Under Attack - FREE Whitepaper

Document Based
Permissions
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Protect data outside of your office by
attaching permissions to the documents
rather than the location. This means you
can control the access no matter where it is.

Impossible Travel
Detection and Protection
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Impossible travel keeps track of where users
are located so it can identify potential
security breaches.
Impossible Travel: The Security Control Your
Network Is Missing

Phsising Testing
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Trained and aware employees are critical to
securing an organization. Regular phishing
tests and training prepares employees to
recognize attacks.
BullPhish Testing

Microsoft Secure Score
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CyberEssentials
Certification
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Check out our blog post which explains
Microsoft Secure Score and why it's so
essential for businesses.
Microsoft Secure Score

Find out more about how a Cyber
Essentials Certification can benefit your
business.
What is Cyber Essentials?
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